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To Download the IEM 

1. Install the license for the Check Point FireWall-1 
IEM. To obtain this license, contact your TDi 
Solutions Team Manager (sales@tditx.com). 

2. Move to the TDi web site 
(www.tditx.com/support_iemdownloads.asp). 

3. On the Product Downloads page, locate and click 
Check Point FireWall-1.  

4. In the Connect to support2.tditx.com dialog box, 
enter your User name and Password, and click OK. 
To obtain a User name and Password, contact TDi 
Support (support@tditx.com). 

5. Save the file (cw_iem-checkpoint_firewall1-
0002.bin) to a directory accessible from your client 
workstation. 

 

To Import the IEM 

1. On the ConsoleWorks main menu, click  
Admin > Database > Import IEM. 

2. On the Import IEM page, click Browse. 

3. On the Choose file dialog box, locate and double-
click cw_iem-checkpoint_firewall1-
0002.bin. 

4. On the Import IEM page, click Import IEM, and wait 
for the IEM import completed message to appear 
on the page before associating the IEM’s Scans.  

 

To Associate the Scans 

Associate the Scans with the FireWall-1-secured 
applications you want ConsoleWorks to monitor. When 
you associate Scans with an application, you are 
specifying that ConsoleWorks scan the data streams of 
that application for the Events contained in the Scans. 

Example: To associate CPFW1_WARNING Scan

1. On the ConsoleWorks main menu, click  
Manage > Scans > Show Scans. 

2. On the Show Scans page, in the Scans column, 
click CPFW1_WARNING. 

3. On the Scan: CPFW1_WARNING page, in the 
Unassociated Consoles column, select the check 
boxes next to the names of the managed 
applications you want to associate with the Scan. 

4. Click Update Scan.   
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For detailed instructions on associating Scans, please 
refer to the ConsoleWorks user’s guide.  

 
SCANS AVAILABLE IN THE CHECK POINT 
FIREWALL-1 IEM 

 

The Check Point FireWall-1 IEM contains a Master Scan 
and three Event Severity Scans.  

Master Scan 

The Master Scan, CPFW1, is the top-level Scan. It 
references all the other Scans in the IEM. When you 
associate the Master Scan with an application, you are 
specifying that ConsoleWorks scan the data streams of 
that application for any of the IEM’s 6 Events.  

Event Severity Scans 

The Check Point FireWall-1 IEM contains three Event 
Severity Scans. Use one or more of these Scans to 
monitor applications for Events based on their Severity 
level. 

The IEM provides the following Event Severity Scans: 
 
• CPFW1_MINOR 2 Events 
• CPFW1_WARNING 2 Events 
• CPFW1_INFORMATIONAL 2 Events 

 
 

SAMPLE CHECK POINT FIREWALL-1 IEM EVENTS 
  

The Check Point FireWall-1 IEM provides you with 
names, message texts, Severity ratings, and 
explanations for Events produced by the FireWall-1 
solution. 

The following section displays samples of the 
information you receive for each Event in the Check 
Point FireWall-1 IEM. 

 

 

 

 

 

 

 

 

 

 

 

Sample Event 1 

Name:   CPFW1_DROP_INCOMING 

Message: 4:08:15 192.16.23.32 drop  
  product VPN-1 & Firewall-1  
  src 192.168.146.12 s_port  
  2523 dst 192.168.10.2 service 
  ms-sql-m proto udp rule 49> 

Severity: WARNING 

Explanation: An incoming packet was examined and  
  dropped. The rule base indicates this  
  packet should be ignored. No error will  
  be returned to the packet sender. 

 
 

Sample Event 2 

Name:   CPFW1_ACCEPT_OUTGOING 

Message: 4:08:15 192.16.3.32 accept  
  product VPN-1 & Firewall-1  
  src 10.5.5.1 s_port 4523 dst  
  192.168.10.2 service http  
  proto tcp xlatesrc rule 49> 

Severity: INFORMATIONAL 

Explanation: An outgoing packet was examined and  
  accepted. The rule base indicates this is 
  a valid packet for the system to send. 
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