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Download the IEM 

1. Obtain a license for the Cisco ASA 8.1 IEM. To 
obtain this license, contact TDI (sales@tditx.com). 

Connect to the TDI web site:  2. 
(www.tditx.com/support_iemdownloads.asp). 
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• (ConsoleWorks 3.x) click Admin > Database > 
Import IEM. 

• (ConsoleWorks 4.x) click Events > IEMs

2. On the Import IEM page, click Browse. 
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On the Import IEM page, click Import IEM, and wait 
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Associate the Scan 

Associate the Scans with the Cisco devices you want to 
monitor. When you associate Scans with a device, you 
are specifying that ConsoleWorks scan the data str
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1. On the ConsoleWorks main menu, click  
Manage > Scans > Show
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Example: To associate Scan ASA81_CRITICAL 
(ConsoleWorks 4.0) 

1. On the main menu, click Events > Scans > Edit. 
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2. On the Name drop-down list, click 
ASA81_CRITICAL. 

3. Click , then click Add. 

The Add Consoles selector appears. 

4. Select the Consoles you want associated with the 
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window, and click OK. 

5. Click Save. 
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Event Severity Scans 

The Cisco ASA 8.1 IEM contains seven Event Severity 
Scans. Use one or more of these Scans to monitor 
devices for Events based on their Severity level. 

The IEM provides the following Event Severity Scans: 
 
• ASA81_ALERT 72 Events 
• ASA8
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Sample Ev 1 

Name:  ASA81_101002 

Message: %ASA-1-101002 
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Failing primary or secondary failover 
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Sample 2 

ASA81_106017 

Message: %ASA-2-106017 

CRITICAL 

Denied IP because of Land Attack from
IP_address to IP_address. 

This security appliance received
packet with the IP source address equal
to the IP destination, and the destination 
port equal to the source port. This 
message indicates a spoofed packet 
designed to attack systems. This attack 
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does not provide enough information to
determine where the attack originates. 
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